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By Jesse M. Keenan

 G
lobal financial markets are using ap-

plied science to measure, and to guide 

investments in response to, phenom-

ena attributed to climate change, 

which influence supply chains, pro-

duction capacity, and fundamental 

aspects of supply and demand. Such science 

and technology, and their integration into 

markets, are critical for shaping behavior and 

extending discipline over carbon consump-

tion and excessive risk-taking. There is thus a 

technology arms race among climate services 

providers to develop capacity for understand-

ing market, transition, and physical risks 

across a broad spectrum of asset classes. But 

the lack of transparent scientific validation 

and public oversight over rapidly advancing, 

and often proprietary, “black box” technolo-

gies are causes of concern, both for the integ-

rity of science and for the potential impacts 

on consumer behavior and public policy. This 

paper explores potential pathways for public-

sector consumers to extend review authority 

over such products and services that may 

be operating outside of the bounds of sci-

entific merit, to balance demands for public 

transparency, scientific integrity, intellectual 

property, and commercial enterprise in the 

broader adaptation of market economies.

Market participants, primarily insurance 

and reinsurance firms, have long relied on 

catastrophe (CAT) modeling to focus on ex-

posure to physical risk and to evaluate near-

term loss (e.g., return frequency of losses from 

flooding to an insured factory). But more re-

cently, climate services firms have been de-

veloping advanced technology focused more 

broadly on evaluating vulnerability (i.e., 

exposure, but also sensitivity and adaptive 

capacity) across a broader range of time ho-

rizons and climate stresses and shocks (e.g., 

hazards). For instance, exposure of physical 

assets to sea level rise, and corresponding 
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estimated declines in local economic output, 

are used to underwrite commercial real es-

tate loans where income-producing collateral 

may be impaired within the term of the loan. 

Beyond physical risks, many firms also seek 

to analyze transition risks accrued in the 

course of decarbonization (e.g., stranded as-

sets) (See the table).

To understand this rapid development of 

climate services technology (CST), it is critical 

to understand the policy and market context 

driving the demand. Firms and entire sectors 

are being pressured by investors and under-

writers with a variety of motivations, such as 

social and environmental responsibility or 

self-interested transparency of physical and 

transition risks. Public-sector concerns (e.g., 

credit ratings of municipal bonds; asset and 

portfolio management decisions) are driven 

either by a desire to get ahead of financial 

markets or at the behest of underwriters and 

credit rating agencies. In the financial sec-

tor, the Network for Greening the Financial 

System (NGFS), a global network of central 

banks established during the 2015 Paris cli-

mate accord negotiations, is developing a 

system for measuring and reporting climate 

risks and uncertainties to guide the super-

vision of regulated banks and investment 

institutions (1). With this emerging work of 

central banks through NGFS, as well as the 

European Commission’s sustainable finance 

rule-making and the Financial Stability 

Board’s Task Force on Climate-Related Finan-

cial Disclosures (TCFD), the demand for CST 

among regulators, private enterprises, share-

holders, and investors is shaped by emerging 

guidelines and the impetus for standardized 

assessment and reporting.

Assisted by CST, public and private stake-

holders are united by an ambition to measure 

(i) material degradation of physical assets, 

(ii) life cycle analysis and cost accounting of 

assets, (iii) operational thresholds of supply 

chains, and (iv) macroeconomic impacts of 

climate change. The first in this race in the 

private sector to deploy services to manage 

risk and value asset impairment will de-

velop—or maintain—market share, and the 

last in the race runs the risk of failure. The 

stakes for public consumers of CST are argu-

ably greater, given the increased reliance on 

CST to inform long-term capital investments. 

The primary concerns are that investment de-

cisions might underestimate physical risk in 

a manner that reduces the performance of an 

asset so that anticipated benefits are under-

captured or not captured at all. Maladaptive 

path dependencies may have greater impact 

for long-term capital allocations (public-sec-

tor investments are often multigenerational) 

than for short-term investment cycles that 

dominate most private-sector capital alloca-

tions in liquid or semiliquid assets. There are 

also public-sector consequences associated 

with opportunity costs, political legitimacy, 

or the institutionalization of bad science 

within public-sector entities that drives them 

to ask the wrong questions.

As such, the accessibility and quality 

control of the underlying proprietary tech-

nology is central for long-term fiscal stew-

ardship. This arms race goes beyond the 

commodification of climate data to the very 

heart of a policy discourse struggling to de-

fine the regulatory limits of data as public 

and private goods.

GROUND-UP INNOVATION

The methodological advancement of CST has 

been tremendous, albeit uneven, often driven 

by the proliferation of data. For real estate, 

infrastructure, and commodity asset classes, 

distributed, low-cost measurement hard-

ware and sensors are being integrated with 

the rule-based Internet of Things to manage 

systems as various as stormwater drainage, 

energy infrastructure, and pollution control 

(2, 3). Increasingly inexpensive, high-quality 

measurement hardware synced with conven-

tional, capital-intensive public data collection 

has engaged public, private, and civic stake-

holders to develop networks that integrate 

environmental data in an open-source for-

mat for such applications as demand man-

agement and parametric insurance (4, 5). 

Benefiting from these streams of open data, 

blockchains are positioned to reduce compli-

ance costs and further the diffusion of capital 

for mitigation and adaptation by enabling 

authentication between parties concerning 

verifiable carbon emissions, distribution of 

green investment funds, and climate risk 

disclosures broadly (6, 7). What unites these 

technological developments and ambitions is 

a common infrastructure based on open, ac-

cessible, and often public data (8).

CST providers and CAT modeling firms 

that support the financial services industry 

consume large amounts of public data and 

augment those data with proprietary data-

bases. For example, there are databases that 

track not only the location and exposure of 

a firm’s assets, but also the near-entirety of 

the firm’s supply chain. Analysis can be run 

to simulate sensitivity to extreme events or 

absolute constraints on production inputs 

and logistical outputs from a combination of 

shocks and stresses. Recent advances seek to 

model the flattening of tail risks as they re-

verberate across industries and sectors.

In recent years, CST providers have been 

quickly outpacing the first-generation CAT 

modeling firms, which have been less able to 

integrate the wider range of scientific disci-

plines engaged in climate change modeling 

and market analysis because of their focus on 

near-term exposure. Whereas a CAT model-

ing firm in a commercial lending context 

might simply estimate an average annual loss 

of the collateral, a CST provider may go a step 

further and contextualize the loan within a 

broader portfolio of analysis to understand 

the market share and value impairment im-

plications associated with a variety of com-

pounded climate impacts. Today, leading 

firms have advanced the idea of “benevolent 

intelligence” for addressing the demands of 

various sectors (9). Some firms’ proprietary 

technology is attracting substantial invest-

ment from Wall Street and Silicon Valley.

The commercial merits of the first gen-

eration of CST service providers will be de-

termined by their customers in the private 

market. But what expectations should the 

public sector have? Although public policy 

in many countries promotes open access to 

Workers engage in coastal construction in Dubai. 

Climate services technology is increasingly utilized 

to manage investment and construction risks.
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government climate and meteo-

rological data, and most public 

bodies have processes to promote 

transparent review of public 

analyses, public climate services 

providers (e.g., Met offices) have 

not yet engaged deeply in asset-

level measurement and model-

ing as a service in the context of 

financial market activity. With 

the public sector thus largely 

dependent on proprietary CST, 

what if these models are funda-

mentally misaligned with the 

best available science and oth-

erwise inform maladaptive deci-

sions? How might the public lose 

control of or access to public data 

once it goes into the black box?

There are many laudable mod-

els in the CST industry, but there 

are also inferior models being 

misapplied to inform maladap-

tive decisions and investments 

within the private and public sec-

tors. For example, some CST pro-

viders are commonly criticized 

by scientists for overselling their 

capacity to downscale physical 

exposure assessments, which can 

drive long-term capital planning 

by local jurisdictions. The down-

scaling may suggest a measure 

of uncertainty that is beyond 

current scientific consensus. As 

such, some providers pitch cer-

tainty in quantitative models that 

is unwarranted or not soundly 

“complemented with qualitative 

approaches to capture the full 

complexity [of] tangible and in-

tangible aspects of vulnerability 

in its different dimensions” (10). 

Much better are those CST firms 

that provide largely nonproba-

bilistic decision support within 

scenario planning that explicitly 

acknowledges the limitations of 

the technology.

STANDARDIZING CLIMATE RISK

In the summer of 2019, U.S. law-

makers and politicians stepped up their 

assertions that the Federal Reserve Bank 

(FRB)—as a notable holdout—should join 

NGFS on the grounds that climate change 

represents a fundamental risk to the sta-

bility and growth of the economy. Among 

the policy ambitions of NGFS is the stan-

dardization for defining the “greening” 

and “browning” of assets and asset classes 

(with greening broadly meaning that an 

investment is less exposed to climate risk 

and/or otherwise represents an acceptable 

greenhouse gas footprint). NGFS cites data 

from the China Banking and Regulatory 

Commission (CBRC) showing that “green” 

loans had a lower nonperforming loan ratio 

than did conventional loans (1). The FRB’s 

absence puts the United States at a strategic 

disadvantage if it cannot participate in fun-

damental NGFS negotiations, such as the 

not-so-simple task of defining what is green 

and what is brown.

Any such definitions must be supported 

by empirical evidence, including from the 

CST industry. Validating and le-

gitimizing the policies would 

require monitoring of asset per-

formance to capture weaknesses 

in underwriting criteria for inves-

tors, borrowers, and asset-level 

performance. For example, in 

the CBRC observations, is it the 

environmental and economic 

performance of the assets, or the 

superior credit quality of borrow-

ers who can afford to invest in 

green assets, that is driving loan 

performance?

Harmonizing definitions for 

assets across sectors and coun-

tries will require major invest-

ments in not only CST, but also 

institutions that define enter-

prise reporting, accounting, and 

disclosure (e.g., the U.S. Securi-

ties and Exchange Commission). 

With the evolution of climate 

impacts and asset sensitivity 

over time, climate intelligence 

must support evolving empiri-

cal justification for oversight. As 

such, NGFS argues that a stan-

dardized taxonomy for macro-

financial supervision based on 

asset-level quantitative analysis 

is partially dependent on bridg-

ing data gaps and making such 

data “publicly available in a 

data repository” (1). For global 

regulators to do their jobs, they 

need standardized, consistent, 

and transparent access to data 

and assessment methodologies.

FIRM LEVEL DISCLOSURES

TCFD’s guidance for private-

sector climate risk disclosure 

is an important contribution 

that is supported by more than 

800 private- and public-sector 

organizations managing more 

than $118 trillion in assets 

(11). Complementing the Car-

bon Disclosure Project (CDP), 

which collects and benchmarks 

data on carbon footprints and 

adaptation, TCFD provides guidance for 

analyzing transition and physical risks 

and opportunities. Given wide-ranging un-

certainties, the guidance provides frame-

works for both probabilistic modeling and 

nonprobabilistic scenario planning. One 

core limitation is the inherent flexibility of 

any given firm to subjectively exclude in-

formation that it feels may not be particu-

larly important, but which may in fact be 

material to regulators or the sector. In this 

context of subjective ambiguity, NGFS has 

Climate-related risks and financial impacts
Modified from Recommendations of the Task Force on Climate-Related Financial 

Disclosures (2017), http://bit.ly/2kIzf7I

Transitional risks 

CLIMATE RELATED RISKS POTENTIAL FINANCIAL IMPACTS

Policy and legal

• Increasing pricing of GHG emissions

• Enhanced emissions-reporting 
obligations

• Mandates on and regulation of existing 
products and services

• Exposure to litigation

• Increased operating, insurance, 
and compliance costs

• Write-offs, asset impairment, 
and early retirement

• Reduced demand for products 
and services from litigation

• Increase in fines and penalties

Technology

• Substitution of existing products and 
services with sustainable options

• Unsuccessful investment in new 
technologies

• Costs to transition to lower-emissions 
technologies

• Write-offs and early retirement of assets

• Reduced demand for products 
and services

• Research and development (R&D) 
and capital investment in technologies

• Costs to adopt new processes 
and practices

Market

• Changing consumer behavior

• Uncertainity in market signals

• Increased costs of raw materials

• Reduced demand based on changing 
consumer preferences

• Increased production costs

• Unexpected shifts in energy costs

• Repricing of assets (e.g., fossil fuel 
reserves, land and securities valuation)

Reputation

• Shifts in consumer preferences 

• Stigmatization of sector

• Increased stakeholder concern 
and negative feedback

• Reduced revenue from 
decreased demand 

• Reduced revenue from decreased 
production capacity

• Reduced productivity and human capital 
investment

• Reduced capital availability

Physical risks 

CLIMATE RELATED RISKS POTENTIAL FINANCIAL IMPACTS

Acute

• Increased return occurrence of 
extreme events 

• Increased severity of extreme events

• Reduced production capacity and 
supply chain disruption 

• Higher costs from negative impacts
 on workforce

• Write-offs and early retirement of assets

• Increased operations and capital costs

• Reduced revenues from lower sales

• Insurance availability and
 pricing pressures

Chronic

• Changes in variability in weather pat-
terns (e.g., precipitation) 

• Rising mean temperatures

• Rising mean sea levels
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positioned itself to advance assessment 

and reporting standardization. However, 

standardization may require a measure of 

methodological continuity and transpar-

ency that may conflict with proprietary 

techniques and data sources; this repre-

sents a substantive challenge to NGFS’s 

public data repository recommendations.

An additional challenge with integrating 

disclosure systems (e.g., CDP and TCFD) 

and public data repositories is that par-

ticipating firms are reluctant to be publicly 

benchmarked because the consequences of 

falling behind may outweigh the benefits of 

being ahead. Despite coordinated guidance 

by CDP for TCFD integration, some firms 

have dropped out of the CDP system in fa-

vor of the flexibility afforded within TCFD. 

One could argue that NGFS’ ambition for 

standardization is effectively analogous 

to benchmarking, in that metrics for the 

greening and browning of asset classes are 

dependent on changing empirical thresh-

olds that lead to binary determinations of 

value through legislated definitions. In ei-

ther case, firms cede market influence to 

the judgment of third parties.

Although this does not mean that public 

authorities could not exert oversight over 

sector-wide assessment methodologies, 

such as in the energy sector, this is less 

likely across other sectors for two reasons. 

First, the wide range of sector-specific 

activities is likely beyond the capacity of 

public authorities to fully operationalize, 

especially in light of the limited author-

ity for regulation among NGFS members. 

Even with public securities regulation, 

climate disclosure policies are largely def-

erential to subjective determinations of 

whether information is relevant and are 

not prescriptive as to method and scope of 

assessment. Second, oversight to standard-

ize sector-specific methodologies would be 

in part dependent on data and informa-

tion, which could incentivize firms to limit 

their contribution of data to the public 

realm. Even well-intentioned firms desire 

predictability, and moving targets funda-

mentally challenge that predictability.

Comprehensive assessment and report-

ing standardization across a wide range 

of sectors may not be optimal, at least ini-

tially, given the behavioral disincentives, 

the lack of institutional capacity, and the 

broad scope of the challenge. It may be 

more practical to begin with standardiza-

tion of asset-specific and asset class–spe-

cific assessment methodologies, starting 

from the ground up and following the 

technology. In this sense, nonparticipation 

of any given firm would be unlikely to im-

pair a macro view of the performance of an 

entire class.

PUBLIC POLICY IMPLICATIONS

In light of this impetus for standardiza-

tion of assessment, reporting, account-

ing, and disclosure of climate risks, what 

is the role of the public sector in oversee-

ing quality control and ensuring some 

measure of consumer, civic, and scientific 

transparency? With far fewer resources for 

developing their own in-house capacity or 

for questioning the underlying assump-

tions of private-sector CST products and 

services, public-sector consumers are par-

ticularly vulnerable.

Climate services contracts themselves of-

ten offer little protection or recourse for bad 

science. For instance, some provisions as-

sert proprietary dominion over publicly de-

veloped data and license these data back to 

the contracting public entity. Many of these 

contracts disclaim liability and provide no 

warranties. In many ways, the marketplace 

is operating on blind faith in model valida-

tion and the professional competence in 

applying those models (12). There is a tre-

mendous demand for training workforces 

to understand what science can and cannot 

do within the realm of adaptation science 

and management.

The challenges of finding a trusted CST 

provider are substantial. The public sector 

can critically examine climate services pro-

curement contracting to better understand 

and push back on intellectual property im-

balances, particularly as this relates to data 

developed by public and civic entities. These 

efforts may parallel institutional learning 

emerging in other contexts, such as technol-

ogy-contracting practices associated with 

“smart cities” investments. Public entities 

could develop procurement protocols that 

require confidential review of trade secrets 

associated with black box models prior to 

bidding or contracting. These efforts may 

require development of peer review advi-

sory committees and technical support staff 

to maintain quality control.

However, because of the perennial lag 

between technology and regulation, it may 

be advisable to create standards develop-

ment organizations (SDOs) that can develop 

protocols and compliance certifications for 

products and services that affect critical in-

frastructure at the intersection of national 

security and public safety (e.g., energy, po-

table water, communications). For example, 

there has been some standardization for 

various threats and hazards for critical infra-

structure led by the U.S. National Institute 

of Standards and Technology (NIST) and 

handed off to SDOs. These activities should 

be informed by a broader strategic position 

that speaks to a clearer division between the 

public domain and data derived from CST. 

As recently called upon by the American Me-

teorological Society and others, national gov-

ernments and multinational organizations 

could memorialize public data policies based 

on consensus-based principles from which 

independent assessment and reporting stan-

dardization may rely (13, 14).

Whether it is market efficiency or con-

sumer transparency, both the private and 

public sectors are incentivized to disclose 

climate risks in the long term, even if doing 

so is painful in the short term. Standardiz-

ing the process across asset classes will rely 

on publicly available data and proprietary 

technology that, in some cases, is subject 

to the rigors of scientific review and pub-

lic scrutiny. CST offers many hopes but may 

also create maladaptive path dependencies 

based on poor-quality science and negligent 

professional services (15). It is critical that 

policy-makers and public-sector consumers 

assert a claim to the fundamental principles 

of the public domain—of science and data—

to advance society’s collective mitigation of, 

and adaptation to, climate change.        j
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